Introduction

26
The provision of safe, reliable drinking water, the overarching goal of the water 27 utility sector (AWWA et al. 2001) , is within the bounds of the developed world's 28 science, technology, and financial resources. Nevertheless, a nagging prevalence of 29 water quality-related outbreaks remains in the developed world, with "causes" ranging 30 from technical failures to institutional lapses and, in the extreme, negligence on the part 31 of operating and managerial staff . Regardless of the 32 manifestation of these incidents, one might argue that excepting "acts of God," they all 
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We have since revised the model, responding to theoretical and empirical 86 challenges derived from its application (see MacGillivray, 2007c assess the relative merit of alternative options.
106
Both processes are presented in five maturity levels, from ad hoc to adaptive,
107
characterised by the completeness of the process (i.e. whether all practices are 108 undertaken) and attributes that reflect the maturity of implementation. Maturity levels 109 codify the extent to which each process is repeatable (level 2; L2), defined (L3),
110
controlled (L4) and adaptive (L5). Whilst the maturity attributes (Table 3 ) and levels 111 (Table 4) are specific to risk analysis, the same principles apply to risk based decision 112 making. Note, that to achieve a given maturity level, all positive requirements of that 113 level and the preceding levels must first be satisfied. 
Results
160
We begin by summarising and discussing the observed risk analysis practices,
161
before evaluating their relative maturity of implementation. We then turn to risk based 162 decision making. this was true across our sub-sample (see Table 5 ). This is significant because a Options not generated are excluded from subsequent evaluation and, ultimately, implementation. The definition of data requirements / data sources for risk analysis, either at the process level or, where not practical, on a case by case basis, and mapping these to data collection and storage systems. Root and common causes of errors in the execution of risk analysis (e.g. deficient communication, overly complex procedures, lack of education and training) are identified and resolved. Modifications to the design of the process are identified, evaluated and implemented within periodic and eventdriven reviews, but remain largely reactive and externally driven (i.e. mirroring changes to codes, standards, guidelines, etc.). The critical and key risk analysis practices are explicitly undertaken.
Procedures
Procedures exist to guide the execution of risk analysis, with an appropriate degree of standardisation, detail, and complexity.
Roles and responsibilities
Risk analysis roles and responsibilities are allocated with sufficient regard for staff competencies and authorities. Initiation Criteria Cyclical and event-based criteria are in place to guide the initiation of risk analyses.
Resource management
The requisite monetary, human and technical resources are identified, acquired and deployed in support of risk analysis.
Input data management
The requisite data inputs are identified, acquired and deployed in support of risk analysis.
Output data management
Risk analysis outputs are collected, stored and disseminated in a manner that supports decision-making, satisfies audit requirements, and facilitates organisational learning.
Verification
Basic mechanisms are in place to ensure compliance with risk analysis procedures, focussing on outputs rather than tasks performed (e.g. sign offs on receipt of completed risk analyses).
Validation
The validity of the risk analysis process is questioned in light of changes to regulations, codes and standards.
Organisational learning
Non-compliances with risk analysis procedures are resolved on a case by case basis (i.e. treated as isolated errors requiring sanction to prevent their recurrence). Improvements to the design of the risk analysis process are implemented in a reactive, ad hoc manner (e.g. in response to changes in codes or regulations).
Stakeholder engagement
A broad cross section of internal and external knowledge, experience, skills and perspectives is reflected within risk analysis, based on explicit guidelines or criteria for stakeholder engagement. Evaluations were near uniformly characterised with reference to descriptors of the nature (e.g. environmental, financial) and severity of consequences of events enshrined within the utility's portfolio of risk ranking techniques. However, isolated applications of mathematical modelling (e.g. event tree analysis, dam break modelling, inundation mapping, and economic impact evaluations in major dam risk analysis; event tree analysis in one occupational health and safety risk analysis application) were observed.
Likelihood evaluation
May be generalised as the judgement-based interpretation of data pertaining to the frequency of past hazardous events (e.g. water quality exceedence frequencies) in light of analyst(s) knowledge, experience, and assumptions. Evaluations were near uniformly characterised with reference to likelihood benchmarks within risk ranking techniques. However, isolated applications of mathematical modelling were observed (e.g. in major dam risk analysis, network reliability analysis, etc.).
Risk evaluation Outside of isolated risk analyses driven by consultants (e.g. notional costs of risk and statistical lives lost were derived in major dam risk analysis), risk was expressed in qualitative terms (extreme, high, medium or low) derived by combining estimates of consequence severity and likelihood on a risk matrix. Methods ranged from the application of professional judgement, to the revision of risk analyses (i.e. to derive the forecast risk reduction), to stakeholder consultations, cost-estimations, and engineering studies (e.g. feasibility studies in major dam safety management). However, given that in most cases the evaluation criteria were not explicitly defined, the undertaking of this tended towards the informal or implicit.
Determining relative merit of options
Largely informal and judgement-based, although the use of formal cost-benefit analysis was observed within asset management's approach to prioritising major dam safety upgrades, whilst cost effectiveness evaluations informed prioritisations of the replacement of below ground major water mains. Furthermore, risk management options that took the form of capital projects valued in excess of approx. $150,000 (US) underwent formal cost-benefit analysis as part of the capital approval process.
Evaluate options
The acceptability of risk
The limited application of cost-benefit analysis in the context of evaluating risk management options meant that the determination of risk acceptability was typically judgement-based.
Managerial review and option(s) selection
Whilst our interviewees referred to peer reviews of varying formality as helping to shape the final option(s) selection across our sub-sample, the data does not allow for a meaningful analysis of the roles of judgement, experience, bias, power structures, etc. in shaping decision outcomes.
